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Abstract:  

Background: Energy grids and healthcare systems and financial networks and transportation systems 

more vulnerable to sophisticated cyber threats. The signature-based detection systems which rule-

based cybersecurity methods use no longer provide sufficient protection against advanced persistent 

threats and zero-day exploits and AI-driven cyberattacks. Methods: We conducted their investigation 

through a data-based system which used simulated data that demonstrated actual conditions of 

essential infrastructure systems which included energy and healthcare and financial institutions. The 

dataset includes 500 entries which contain network traffic information and system operation patterns 

and transaction data elements that show both regular and harmful system activities. Random Forest 

and Gradient Boosting and Long Short-Term Memory (LSTM) and Auto encoder models through 

their performance on accuracy and precision and recall and F1-score and detection latency and error 

rates. Result: This finding demonstrate that AI-powered systems deliver better results than 

conventional methods because they produce accuracy percentages which range from 92% to 97%. 

Auto encoder model which uses deep learning techniques achieved the best results with 96.7% 

accuracy and maintained a false positive rate of 3.5%. The system achieved threat detection times 

which dropped by more than 90% to provide organizations with the ability to detect threats in real 

time. Conclusion: The models demonstrated outstanding performance when they needed to identify 

complex cyber threats included advanced persistent threats and zero-day attacks.  
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Introduction 

The fast digital evolution of essential infrastructure systems which includes energy grids and 

healthcare systems and financial networks and transportation and government services has brought 

major improvements to their operational performance and network connection systems [1]. 

Combination of cloud computing with Internet of Things and smart technologies allows users to 

monitor systems immediately while they can also make quick decisions. The growing network between 

systems has created more entry points which cyber attackers can use to launch their sophisticated 

attacks against vital systems [2]. Modern cyber threats including APTs and ransomware and zero-day 

attacks have rendered traditional cybersecurity systems which use signature detection and rule-based 

mechanisms ineffective [3]. The systems operate without adaptability because they fail to identify new 

attack patterns which results in slow reaction times that allow vital infrastructure systems to experience 

major failures [4]. 

Scientists have shown in recent research that Artificial Intelligence (AI) has become an essential tool 

for cybersecurity operations. The ML techniques Random Forest and Gradient Boosting have become 

popular for intrusion detection but they generate average detection results [5]. The detection of 

complex time-dependent attack patterns becomes more effective through advanced deep learning 

models which include Long Short-Term Memory networks and Auto encoders [6]. The existing 

research shows that AI-based security systems provide better detection rates and lower false alarms 

but they fail to meet essential requirements for security system expansion and operational 

understanding and deployment in vital infrastructure systems [7]. The evaluation of AI-based security 

models needs to happen in actual infrastructure systems because traditional methods fail to handle the 

growing complexity of cyber threats. The research team needs to find detection methods which deliver 

exact results at scale for various critical infrastructure sectors [8]. 

The study achieves its importance through its complete assessment of AI-based cyber threat detection 

systems which protect U.S. critical infrastructure facilities. This results help organizations develop 

better cybersecurity defense systems which protect their resources from financial losses while 

strengthening their protection of national security interests. The research provides useful information 

which helps government officials and business leaders establish security systems that use artificial 

intelligence technology. We investigate machine learning systems and deep learning models to 

determine their ability to detect cyber threats which threaten vital digital infrastructure systems. We 

analyze system performance through three essential elements which consist of accuracy levels and 

detection delay times and error count percentages to discover the best system for operational use. 

Addressing challenges connected to data confidentiality and confrontational attacks will also be vital 

for the sustainable deployment of AI-driven cybersecurity systems. 

Materials and Methods 

2.1 Study Design 

This study applies an experimental approach through quantitative methods to test artificial intelligence 

cyber threat detection systems which protect vital digital infrastructure systems throughout the United 

States. The system evaluation focuses on comparing machine learning systems with deep learning 

networks through simulated environments which mimic real-world situations [9]. Model performance 

through classification accuracy and detection efficiency and reliability assessment of cyber threat 

detection systems when they encounter various cyber-attack types. Evaluation process needs a 

comparative framework to establish evaluation standards which will match the different model 

assessment methods [10]. Experimental setup includes two stages which consist of training and testing 

to prove each model's strength in their assigned tasks. The research creates operational simulations 

which prove the research results will apply to actual cybersecurity defense systems [11]. The study 

uses a systematic approach to analyze AI-based threat detection systems which help critical 

infrastructure defense teams achieve their defensive goals. 

2.2 Dataset Description 

We used a simulated dataset which shows actual cyber activities that occur in American critical 

infrastructure systems which protect energy facilities and medical centers and financial institutions. 

This system produced 500 individual records which contained between 18 and 22 data points that 
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represented various operational and behavioral system elements. The system monitors network traffic 

through its monitoring of packet size and connection duration and protocol type information [12]. The 

system tracks user activities through its monitoring of login times and system entry patterns. Financial 

movements through its observation of monetary amounts and the time intervals between different 

transactions [13]. Dataset provides equal numbers of standard data points and harmful data points 

which researchers use to build their models and assess their performance. Multiple cyberattack types 

which consist of Distributed Denial of Service attacks and phishing attempts and malware infections 

and ransomware attacks and zero-day exploits and advanced persistent threats [14]. Dataset contains 

various threat scenarios which enables the models to learn different patterns that help them identify 

new threats during their operation. 

2.3 Data Preprocessing 

We performed data preprocessing to enhance dataset quality and maintain data consistency before they 

began their modeling work. The first step involved data cleaning which removed all missing values 

and duplicate entries and inconsistent data that would harm model results [15]. learning process 

received equal weight from every variable through normalization which performed feature scaling on 

the data. We used feature selection techniques to find essential attributes which they used to remove 

duplicate and unimportant variables that resulted in better system speed. Training set received equal 

distribution between normal and malicious instances through class balancing methods which solved 

the problem of uneven data distribution [16]. Dataset underwent transformation to create a structured 

format which worked well for machine learning and deep learning models. The preprocessing steps 

serve as fundamental requirements because they improve model accuracy while reducing bias and 

making cyber threat detection systems more dependable [17]. 

2.4 Model Implementation 

The study implemented four distinct models which included Random Forest and Gradient Boosting 

and Long Short-Term Memory (LSTM) and Auto encoder to determine their performance in detecting 

cyber threats [18]. Random Forest and Gradient Boosting machines function as conventional machine 

learning models which combine multiple models to create their predictions [19]. LSTM and Auto 

encoder operate as deep learning systems which use advanced learning methods. The dataset split into 

two parts with 80% used for model training and 20% reserved for testing and validation purposes [20]. 

Adjusted the model hyper parameters to reach peak performance levels while allowing scientists to 

compare different methods on equal grounds. LSTM model functions to capture time-based 

connections which exist in sequential data while the Auto encoder operates to detect unusual data 

patterns through unsupervised learning methods [21]. The combination of these models enables 

organizations to perform complete assessments of their cyber threat detection systems which include 

both supervised learning and unsupervised learning techniques across various infrastructure platforms 

[22]. 

2.5 Evaluation Metrics 

The evaluation process for each model involved standard classification and efficiency metrics which 

provided a complete assessment of their performance. Prediction accuracy served as the overall 

prediction rightness measurement but precision and recall measures helped assess how well the model 

detected malicious activities correctly [23]. The F1-score exists as the harmonic mean between 

precision and recall which creates a unified performance metric. The evaluation process included 

detection latency as a metric because it measures how fast each model detects cyber threats which 

becomes essential for systems that operate in real-time [24]. The evaluation process required the 

assessment of false positive rate and false negative rate to determine how each model performs in terms 

of system reliability and risk exposure. The combination of these metrics allows organizations to assess 

their models through detailed performance metrics which help them compare various algorithms and 

select the best cybersecurity solution [25]. 

2.6 Experimental Environment 

The experimental analysis was conducted using a cloud-based computational platform to ensure 

scalability and efficiency. Development of all models took place through Python programming which 

employed Scikit-learn for machine learning operations and Tensor Flow for deep learning model 

development. Data scientists used NumPy and Pandas to perform their data manipulation operations 
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and complete all required data preprocessing steps [26]. This study achieved result consistency because 

of its standardized testing environment which allowed all participants to work under identical 

conditions. The evaluation process required model performance data which existed under identical 

conditions to create a fair assessment [27]. Their experiments while they can also use AI-based 

cybersecurity solutions to protect actual infrastructure systems which exist in the real world. 

 

Results  

3.1 Performance Metrics Summary Comparison 

The evaluation of four machine learning models including Random Forest and Gradient Boosting and 

LSTM and Auto encoder shows various levels of success in detecting threats through classification. 

Auto encoder model delivered the best results among all models by reaching 96.7% accuracy together 

with 96.4% precision and 96.1% recall and 96.2% F1-score while keeping false positive occurrences 

at their minimum level of 3.5% (as shown in Table 1).  

 

Table 1.  Performance Metrics Summary Comparison. 

Model Accuracy (%) Precision (%) Recall (%) 
F1-Score 

(%) 

False Positive 

Rate (%) 

Random Forest 93.8 93.2 92.9 93.0 5.1 

Gradient Boosting 95.2 95.0 94.6 94.8 4.2 

LSTM 92.4 91.8 92.1 91.9 6.0 

Auto encoder 96.7 96.4 96.1 96.2 3.5 

 

Gradient Boosting model demonstrated excellent prediction ability through its 95.2% accuracy rate and 

its equally matched precision and recall metrics which show strong prediction abilities. The Random 

Forest model achieved 93.8% accuracy but its error rates exceeded those of ensemble boosting 

methods. LSTM model showed the weakest performance among all tested models because it achieved 

only 92.4% accuracy while producing 6.0% false positive results which indicate poor performance with 

this particular dataset format. The study findings demonstrate that Auto encoder models based on deep 

learning methods achieve better anomaly detection results than standard machine learning methods. 

3.2 Detection Latency Analysis 

Random Forest and Gradient Boosting and LSTM and Auto encoder to assess their detection latency 

performance which appears in Table 2.  

 

Table 2.  Detection Latency Analysis. 

Model Detection Latency (ms) Efficiency Level 

Random Forest 45 ms Moderate 

Gradient Boosting 38 ms High 

LSTM 62 ms Low 

Auto encoder 25 ms Very High 

 

The results show that each model operates with different speed levels during processing. Auto encoder 

system demonstrated its ability to detect within 25 milliseconds which proves its operational speed and 

makes it ideal for defense of critical infrastructure systems through immediate anomaly detection. The 

system achieved its best latency performance through Gradient Boosting which reached 38 

milliseconds while maintaining predictive accuracy at a high level. Random Forest showed a typical 

response time of 45 milliseconds which makes it suitable for systems that do not require immediate 

processing. The LSTM model showed the longest latency period which reached 62 milliseconds 

because its sequential processing system decreases its operational efficiency. 

3.3 Error Rate Analysis 

The error rate analysis evaluates the performance of four machine learning models Random Forest, 

Gradient Boosting, LSTM, and Auto encoder based on false negative rate and overall error rate. The 

research data shows that detection systems for threats operate with very different levels of 

trustworthiness according to their performance. Auto encoder model achieved the lowest false negative 
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rate of 3.2% and an overall error rate of 3.4%, demonstrating superior accuracy and robustness in 

identifying anomalies as shown Figure 1 and Table 3.  

 

 
Figure 1. Error Rate Analysis with Trend Line. 

 

Table 3.  Error Rate Analysis. 
Model False Negative Rate (%) Overall Error Rate (%) 

Random Forest 5.8 6.2 
Gradient Boosting 4.9 4.8 

LSTM 6.3 7.1 
Auto encoder 3.2 3.4 

 

Gradient Boosting model showed reliable performance because it produced a 4.9% false negative rate 

together with a 4.8% total error rate which demonstrated its ability to make consistent predictions. 

Random Forest produced average results by producing 5.8% false negative rate and 6.2% total error 

rate. LSTM model produced the worst results because it generated a 6.3% false negative rate together 

with a 7.1% total error rate which showed it operated at a lower level of trustworthiness. 

3.4 Latency and Error Rate Comparison  

 

 
Figure 2. Latency and Error Rate Comparison. 
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The Figure 2 presents a detailed evaluation which shows how four different machine learning systems 

perform through their detection latency and error rate statistics. The Auto encoder model reaches its 

best performance by detecting threats within 25 milliseconds while producing an error rate of 3.4%. 

The system operates with high efficiency and delivers accurate threat detection during real-time 

operations. The system achieves a 38 millisecond response time and generates errors at a rate of 4.8% 

which shows its ability to maintain equal levels of operational speed and system reliability. Random 

Forest model produces average results because it takes 45 milliseconds to respond and its error rate 

stands at 6.2%. LSTM model produces the longest response time of 62 milliseconds together with a 

7.1% error rate which shows its reduced operational efficiency. 

 

Discussion 

AI-based systems achieve better cyber threat detection results through their operational systems which 

deliver superior performance across all main evaluation parameters. Auto encoder achieved the best 

performance in Table 1 by reaching 96.7% accuracy which surpassed the results of Gradient Boosting 

and Random Forest and LSTM at 95.2% and 93.8% and 92.4% respectively. Deep learning-based 

anomaly detection systems demonstrate superior ability to identify hidden complex attack patterns 

through their deep learning architecture which enables them to detect these patterns effectively [28]. 

The small but continuous improvement of the system when compared to Gradient Boosting and 

Random Forest proves that even small accuracy increases become vital for protecting systems which 

handle dangerous cyber threats [29]. Auto encoder shows equal performance in threat detection and 

error reduction through its combination of high accuracy and balanced precision and recall values. The 

system reaches 96.4% precision and 96.1% recall which makes it highly sensitive while maintaining 

excellent specificity. LSTM model produces lower results which indicate that it faces greater difficulty 

in separating normal operations from malicious threats. The numerical differences between these 

systems seem small but they produce large operational effects when they control extensive 

infrastructure networks [30]. 

The false positive rate shows a clear performance gap because the Auto encoder achieved the best 

result with 3.5% while LSTM reached 6.0%. The twofold difference between them creates a severe 

problem because security teams must handle an excessive number of false positive alerts which disrupt 

their operations. Auto encoder produces fewer false alarms than Gradient Boosting which has a 4.2% 

false alarm rate and Random Forest which produces 5.1% false alarms. The Auto encoder system 

produces operational excellence through its false positive reduction which leads to resource allocation 

improvements. The error rate analysis presented in Table 3 further reinforces these findings. Auto 

encoder reached its best performance with an error rate of 3.4% while LSTM produced a 7.1% error 

rate which shows a big gap between their reliability. The Auto encoder generates 3.2% false negatives 

which shows LSTM produces 6.3% false negatives thus making Auto encoder better at detecting actual 

cyber threats. Critical infrastructure systems need this type of defense because they face the risk of 

severe operational disruptions and financial damage when attackers manage to bypass their security 

systems. The Auto encoder produces the most stable results when compared to Random Forest and 

Gradient Boosting which perform at moderate levels [31]. 

The detection system requires an urgent solution because its current latency period remains too long 

for all systems which demand immediate response. According to Table 2, the Auto encoder achieved 

the fastest detection time of 25 ms, significantly outperforming LSTM (62 ms). The system allows the 

Auto encoder to detect threats at half the time which leads to quicker threat response and better cyber-

attack protection. The system runs Gradient Boosting and Random Forest models at 38 ms and 45 ms 

respectively which produces adequate results but these models function at slower speeds than the Auto 

encoder. Small delays in time-critical operations result in increasingly harmful operational failures 

[32]. The visual patterns support the numerical data from demonstrates that the Auto encoder achieves 

the lowest error rates in all cases. The Auto encoder separates from LSTM through distinct boundaries 

which prove that deep learning models produce better results. Auto encoder shows the best 

performance through its combination of minimum latency and minimum error rate which Figure 2 

displays. The model operates with two major benefits which make it the best performing model from 

our selection of tested models [33]. 
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Conclusion 

AI-based systems use Auto encoder models achieve major improvements in detecting cyber threats 

through their various performance assessment. Auto encoder model achieves better performance than 

LSTM and Random Forest and Gradient Boosting through its higher accuracy and precision and recall 

and its improved false positive and negative rates and reduced error rate and faster detection latency. 

The system shows its actual worth for critical infrastructure protection because it identifies complicated 

attack patterns while producing the fewest possible false alerts. Artificial data sets the findings prove 

that detection systems achieve better performance in system reliability and operational efficiency.  
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